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ATHENS STATE UNIVERSITY
BOARD OF TRUSTEES
BOARD MEETING
JANUARY 18, 2019

The Athens State University Board of Trustees (also referred herein as the Board) held a meeting at 2:30 p.m.
on Friday, January 18, 2019 in the Founders Hall Chapel to consider University matters.

PRESIDING: MR. RONNIE CHRONISTER

The Board of Trustees meeting was called to order at 2:30 p.m. by Mr. Ronnie Chronister.

PUBLIC COMMENT

None.
ROLL CALL
On roll call, the following Board members were present and constituted a quorum to conduct business:
Ms. Crystal Brown Ms. Maxine Randolph
Mr. Ronnie Chronister Mr. Clint Shelton
Ms. Cathy Dickens Mrs. Missy Ming Smith
Mr. Macke Mauldin
Senator Arthur Orr

Also present were Dr. Ron Ingle, Interim President of Athens State University and Mr. Shane Black, University
Legal Counsel, and Ms. Jackie Gooch, Secretary to the Board. Governor Kay Ivey and Chancellor Jimmy
Baker, and Dr. Sandra Sims-deGraffenried were absent.

APPROVAL OF AGENDA

On a motion made by Senator Orr and seconded by Mrs. Smith, the Board approved the agenda by affirmative
votes (8-0) of members present.

APPROVAL OF MINUTES

On a motion made by Senator Orr and seconded by Mr. Mauldin, the Board approved the minutes of the
October 19, 2018 Board meeting.

OLD BUSINESS, PENDING MOTIONS AND RESOLUTION

Minutes from the Executive Committee meetings (October 18, 2018 and November 1, 2018) were presented.
Dr. Ron Ingle provided an update on the progress of the presidential search process. A search timeline was
presented to each Board member.

NEW BUSINESS, PENDING MOTIONS AND RESOLUTIONS
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Adoption of Resolution 1-01-18-2019 (Attachment A)

On a motion made by Mr. Mauldin and seconded by Senator Orr, the Board adopted Resolution 1-01-18-2019,
President Candidate Interviews. This resolution authorizes and directs the Executive to (i) receive Dr. Ron
Ingle’s report of the final candidates for the position of President of the University, (ii) conduct interviews with
those final candidates, and (iii) present a recommendation concerning the appointment of the President of the
University to the full Board at the Board’s regular May, 2019 meeting. This motion was approved by the
affirmative votes (8-0) of members present.

Board of Visitors Nomination/Appointment (Attachment B)

On a motion made by Senator Orr and seconded by Ms. Dickens, the Board appointed Rita Wallace to the
College of Business Board of Visitors for a three year term. This motion was approved by the affirmative votes
(8-0) of members present.

Strategic Plan — Affirmation and Acceptance (Attachment C)

On a motion made by Ms. Dickens and seconded by Mr. Mauldin, the Board affirmed and accepted the 2016-
2020 Strategic Plan. Mrs. Smith requested a friendly amendment to include the addition of language into the
Strategic Plan identifying the University as a completion college. This amendment was accepted by Ms.
Dickens and seconded by Mr. Mauldin. This motion was approved by the affirmative votes (8-0) of members
present.

Amended Athens State University Board of Trustees By-Laws (Attachment D)

On a motion made by Senator Orr and seconded by Mr. Mauldin, the Board approved the revisions to the by-
laws as presented. These revisions address grounds for removal of a member of the Board. This motion was
approved by the affirmative votes (8-0) of members present.

Revisions to University Policy: Legal and Ethical Policy (Attachment E)

On a motion made by Mr. Mauldin and seconded by Ms. Dickens, the Board approved the revisions to the
University policy: Legal and Ethical Policy to include grounds for removal of a member of the Board. This
motion was approved by the affirmative votes (8-0) of members present.

Academic Program Approval: Certificate in Information Security (College of Arts and

Sciences) (Attachment F)

On a motion made by Mr. Mauldin and seconded by Ms. Dickens, the Board approved the Certificate in
Information Security for the College of Arts and Sciences. This motion was approved by the affirmative votes
(8-0) of members present.

Academic Program Approval: Certificate in Cybersecurity Operations (College of

Business) (Attachment G)

On a motion made by Senator Orr and seconded by Ms. Dickens, the Board approved the Certificate in
Cybersecurity Operations for the College of Business. This motion was approved by the affirmative votes (8-0)
of members present.

Program Title Change-B.S. in Information Assurance to B.S. in Management of
Cybersecurity Operations (Attachment H)
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On a motion made by Senator Orr and seconded by Ms. Randolph, the Board approved the program title change
from B.S. in Information Assurance to B.S. in Management of Cybersecurity Operations for the College of
Business. This motion was approved by the affirmative votes (8-0) of members present.

OTHER BUSINESS

Athens State University Family Relationship Disclosure
The Board was presented with Family Relationship Disclosure Forms received since the October 2018 Board
meeting.

Reaffirmation and Accreditation Update
The Board was presented SAVE THE DATE information regarding the SACSCOC reaffirmation visit for April
13-15, 2021.

Statement of Economic Interests
Individual Board members must submit their statement of Economic Interests by April 30, 2019.

PRESIDENT’S REPORT
No additional report.

REPORT AND CLOSING COMMENTS OF BOARD MEMBERS

Board Committee Updates and Report Acceptance

Enrollment and Student Services — chaired by Ms. Smith

Academic Affairs — chaired by Ms. Randolph

Finance and Facilities — chaired by Mr. Chronister

Development — chaired by Mr. Mauldin (in the absence of Dr. Sims-deGraffenried)

On a motion made by Mr. Mauldin and seconded by Senator Orr, the Board accepted the Enrollment/Student
Services Board Committee report, the Academic Affairs Committee report, the Development Committee report,
and the Finance and Facilities Committee reports as presented. This motion was approved by the affirmative
votes (8-0) of members present.

ADJOURNMENT
On a motion made by Mr. Mauldin and seconded by Senator Orr, Mr. Chronister adjourned the Athens State
University Board of Trustees meeting at 3:10 pm.
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ATHENS STATE UNIVERSITY
BOARD OF TRUSTEES

RECOMMENDATION FOR ACTION

DATE OF BOARD MEETING: January 18, 2019 o
ACTION ITEM TITLE: Resolution 1-01-18-2019
President Candidate Interviews
RECOMMENDATION:
[tis recommended that the Athens State University Board of Trustees adopt Resolution 1-01-18-2019.
FISCAL CONSIDERATION:
None.
RATIONALE:

To provide for an efficient and expeditious process for conducting interviews for the final
candidates an kjng recommendation with respect to the same.
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RESOLUTION NO. 1-01-18-2019

ATHENS STATE UNIVERSITY BOARD OF TRUSTEES

PRESIDENT CANDIDATE INTERVIEWS
“

WHEREAS, the Athens State University Board of Trustees (the “Board”) previously charged
and directed Interim President Ron Ingle to work with Academic Search, the University’s search firm,
to identify 3-5 candidates for President of the University and to present such candidates to the Board
for its consideration;

WHEREAS, the Board wishes to provide for an efficient and expeditious process for
conducting interviews of those candidates, and making recommendations with respect to the same;

WHEREAS, the Board determines that the Executive Committee should receive Dr. Ingle’s
report of the final candidates and then conduct interviews of those final candidates for the position of
President; and

WHEREAS, the Board desires that, after it conducts such interviews, the Executive Committee
should make a recommendation concerning the appointment of the President of the University to the

full Board at the Board'’s regular May, 2019 meeting,.

NOW THEREFORE, BE IT RESOLVED by the Board that the Executive Committee is
authorized and directed to (i) receive Dr. Ingle’s report of the final candidates for the position of
President of the University, (ii) conduct interviews with those final candidates, and (iii) present a
recommendation concerning the appointment of the President of the University to the full Board at

the Board's regular May, 2019 meeting.

ED,/RES ED AND APPROVED, this the 18t day of January, 2019.

\

Ronni ronister,\lChair Pro Tempore, Athens State University Board of Trustees
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ATHENS STATE UNIVERSITY
BOARD OF TRUSTEES

RECOMMENDATION FOR ACTION

DATE OF BOARD MEETING: January 18,2019
ACTION ITEM TITLE: Board of Visitors Nomination/Appointment
RECOMMENDATION:

Itis recommended that the Athens State University Board of Trustees accept, from the President
of the University, the following nominee(s) for appointment to the Board of Visitors.

The Board of Trustees appoints the following individual(s) to serve on the Board of Visitors
for the term specified.

College of Business
Rita Wallace (3 years)

FISCAL CONSIDERATION:
None.

RATIONALE:
Pursuant to the Board of Visitors Charter approved by the Board of Trustees on April 2014:
Members shall be appointed by the Board of Trustees (by process determined by that Board) on

nomination by the President of Athens State University. Members will serve three-year terms.
Any person who has sejved one term shall be eligible for re-appointment for a second term

(3-year term)
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ATHENS STATE UNIVERSITY
BOARD OF TRUSTEES

RECOMMENDATION FOR ACTION

|

DATE OF BOARD MEETING: January 18,2019

ACTION ITEM TITLE: Affirmation and Acceptance of
2016-2020 Strategic Plan

RECOMMENDATION:

It is recommended that the Athens State University Board of Trustees affirm and accept the

2016-2020 Strategic Plan as presented. (05 Amended. 1o inclucle 0Ur Standing
asa.tomplehon coliege-

FISCAL CONSIDERATION: None.

RATIONALE:

The University's Strategic Direction Policy requires that the Board of Trustees approve strategic
goals and a strategic plan that will cover a period of not less than three years from the date on
which the plan is approved, and that the Board review and reaffirm the plan on an annual basis.
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Strategic Plan: 2016 — 2020

Athens State University has identified and compiled a four-year Strategic Plan based on Vision 2020 and input from all
University stakeholders. This plan conceptualizes and sets a course for action for the University community to pursue
and achieve through 2020. It is the intent of the Strategic Planning Committee that an annual report be given assessing
the progress of these plans.

I. Athens State University will increase its recognition as the institution of choice for a culturally diverse traditional
and non-traditional student population.

a. A variety of student activities and programs will be offered that will serve to enhance learning and increase the
visibility of the University in the community and region.

1. Appropriate extra-curricular programs that engage students and support learning goals will be offered
annually. When appropriate, online programs and activities will be designed and offered.

2. Forany student activities program offered regardless of format, data on program participation, attendance,
etc., will be collected so as to gauge the effectiveness of programs and whether they should be continued,
revised, or discontinued.

3. Student Activities and programs will be offered at each off-campus University Center every semester.

b. Increase the diversity of student body.
1. Enrollment of Hispanic students will, at a minimum meet the State of Alabama percentage for public two-year
institutions, and pursue an aspirational goal of 5% of the institution’s total enroliment by 2020.

Il. Through a variety of innovative course delivery methods, Athens State will provide market-driven learning
opportunities that offer a robust array of adult degree, liberal arts, education and business programs designed to
meet the professional and personal needs of both students and employers.

a. Establish quality indicators to strengthen and monitor the instructional quality of all courses, regardless of
delivery format.
1. Provide a variety of support mechanisms (technology, finances, personnel) to facilitate continuous
improvement in the instructional quality.

b. Continue to add new programs of study that support the institution’s mission and are based on regional needs

analysis.

1. Each College will examine the feasibility of adding Certificate and Badge options where appropriate to
support the employment and professional development needs of students.

2. Continue to strategically expand programs and activities located at the Alabama Center for the Arts
buildings

3. Strengthen data-driven strategies that closely monitor and respond to student needs and preferences for
course scheduling (traditional, blended, distance learning).

c. Information literacy
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1. Information literacy guidelines will be embedded in all Library instruction courses as well as in the EATPA

process.

2. Establish benchmarks for information literacy learning outcomes and monitor student achievement using a

systematic assessment instrument.

lll. Athens State University will enhance its fiscal strength and effective planning process.

Develop and execute strategies to improve enrollment, based on demographic projections, by 1% annually
through 2020. This annual growth should also result in increases in credit hour production.

Develop, execute and assess retention strategies to maintain retention (Fall to Fall) within 2% of 76% (Fall 2016
data).

Maintain persistence (Fall to Spring) rates within 2% of our 82% (4 year average) rate.

Utilize a comprehensive marketing and communications plan that encompasses outreach to prospective
students, current students, alumni, current donors, and prospective donors.

Begin preparations for a 200"
celebration event in 2022.

anniversary capital campaign that will begin in 2017 and conclude with a

Amount of grants received will be $100,000 annually.

Monitor institutional effectiveness procedures and policies to ensure a clear connection to and support of
planning, budgeting, and assessment activities.

IV. Athens State University will continue to strengthen its governance, partnerships and work with communities.

a. Improve offerings targeted to provide support of Athens State programs and attendance at Concert/Lecture

b.

1.

2.

C.

o E W

events.

Internal Collaboration

Encourage and reward cross-disciplinary collaborations that maximize the collective talent of faculty from
across all three colleges and the library.

Sponsor activities that focus on interdisciplinary opportunities for faculty through program development,
research, and professional development.

External Collaboration
Strengthen and cultivate partnerships with the business and industry community for the purpose of listening
and meeting their employment needs.
Develop joint recruiting programs with community college partners that focus on the K-12 audience.
Foster intentional relationships between university faculty and community college faculty.
Continue to seek collaborative ventures with other institutions to increase access and services to students.
Work with the City of Athens to increase visibility and promotion of the university.
Develop a framework of activities to connect faculty and alumni.
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7. Continue to develop innovative Professional Development Schools (PDS) partnerships with P-12 schools to
include year-long curriculum building as well as summer enrichment programs that provide robust hands-on

experiences for teacher candidates.






ATHENS STATE UNIVERSITY
BOARD OF TRUSTEES

DATE OF BOARD MEETING: January 19,2018
ACTION ITEM TITLE: Amended Board of Trustees By-Laws
RECOMMENDATION:

Itis recommended that the Athens State University Board of Trustees approve the amended Board
of Trustees By-Laws. Proposed amendments were presented at the October 2018 Board meeting.
Amendments are for the following section(s):

Article 2: Section 5. - Removal of Member of the Board

FISCAL CONSIDERATION: None.

RATIONALE:
Requested amendment to/the by-laws will provide clarification and address SACSCOC concerns.
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BY-LAWS OF ATHENS STATE UNIVERSITY

PREAMBLE

As the only institution in the state of Alabama primarily offering upper division
educational services, Athens State University continues to enjoy the important
and unique position that it has always occupied within the community—and is,
indeed, one of the few upper division institutions in the United States. As
Alabama’s oldest institution of higher education, founded by the citizens of
Athens in 1822 for women, Athens was transferred in 1842 to the Tennessee
Conference of the Methodist Church. In 1975 Athens was accepted by the
Alabama State Board of Education into the Alabama Community College System
making it a public institution. Athens State University was approved to offer
coursework at the junior and senior level of difficulty, leading to the
baccalaureate degree.

Section 16-60-110, Code of Alabama 1975, was amended in 2012 by Legislative
Act No. 2012-497 to remove Athens State University from under the jurisdiction,
supervision, and control of the State Board of Education and Department of
Postsecondary Education. This legislation enabled the creation of the Board of
Trustees of Athens State University which is to provide governance of the
university. It also authorized the Code Commissioner to revise references to
Athens State University in the Code of Alabama 1975, as appropriate, to reflect
the status of the university under this act.

Athens State University provides affordable education in an environment which
recognizes diversity in concert with Title VI of the Civil Rights Act of 1964 and of
the Constitution of the United States, and which nurtures the discovery and
application of knowledge. Located in northern Alabama, Athens State University
acknowledges a commitment to primarily serve transfer students of the Alabama
Community College System, as well as students from other accredited
institutions of higher education, and working adult students. The university may
provide onsite academic instruction on the campuses of those community
colleges where the senior institution in whose service area or areas the
community college is located is unable or unwilling to provide the onsite
instruction. The University prepares students for professional careers, graduate
school, lifelong learning, and enrichment. The University, through quality
teaching, individual attention, and a varied course delivery system, assists
students in the timely achievement of their professional and career goals. In
addition, Athens State University offers programs of continuing education and
community services that provide a variety of cultural and professional
opportunities.
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ARTICLE 1 - The Corporation

The school heretofore established in Athens, Alabama, and previously known as
Athens State College and now known as Athens State University, is and shall
remain a body corporate under the corporate name of Athens State University,
and by that name, and under the direction of a board of trustees, may sue and
contract, acquire, and hold real and personal property, and have and exercise all
the powers of a corporation established to be a state educational institution of
higher learning and shall succeed to all the rights, privileges, emoluments,
benefits, interests, and titles heretofore at any time vested in the institution in its
respective names.

However, Athens State University is not authorized to acquire, be acquired,
merge or consolidate with any university or college located more than 50 miles
from its current campus. None of the powers, authority, or functions of the
corporation provided for in the act shall be abated or impaired by this article
except as noted above. Whenever the institution is referred to in the laws of
Alabama, by any one of the respective names by which it has been known, the
same shall be considered to refer to Athens State University.

ARTICLE 2 — The Board of Trustees

Section 1. Membership.
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There is created by State of Alabama Legislative Act No. 2012-497 a Board of
Trustees for Athens State University. The board as constituted below, and their
successors in office, shall be considered a body corporate under the name of
Athens State University.

The board shall have the exclusive authority over and jurisdiction of land,
buildings, and other capital improvements now existing on or hereinafter provided
for such campus. No contract for capital improvements, alterations, remodeling,
and changing of capital improvements shall be made without the authorization
and approval of the board, and which approval shall be granted by appropriate
resolutions of the body. Any contract, agreement, or other act relating to capital
improvements, except for maintenance, repairs, and maintaining existing
facilities, shall be void and of no effect unless authorized by resolutions of the
board. The president of the university, with the approval of the board, may
execute any lease, deed, or other instrument of conveyance on behalf of the
corporation, without additional approval.

No trustee shall receive any pay or emolument, other than his or her actual
expenses incurred in the discharge of his or her duties as a trustee. The board
shall consist of the following voting members:

(1) Six members shall be residents of either the fourth or fifth
congressional districts as constituted on the effective date of the
legislative act, at least two of whom shall be residents of the county
in which the main campus of the institution is located.

(2)  Two members shall be appointed from the state at large.

(3)  One member shall be appointed from the governing body of the
two-year institutions of higher education located in the district
where the main campus of the university is located.

(4)  The Chancellor of the Department of Postsecondary Education.

(5)  The Governor, who shall be ex officio President of the board.

Section 2. Appointment and Term of Office.

(@)  Except as otherwise provided in the State of Alabama Legislative Act
No0.2012-497, trustees shall be appointed by the Governor, subject to
confirmation by the Senate, and shall hold office for a term of seven years
and until their successors are appointed and qualified. Of the initial
members appointed to the board, three members shall be appointed for

terms of three years, three members shall be appointed for terms of five
——_—_______—_____—____———__b—
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(b)

years, and two members shall be appointed for terms of seven years.
These initial trustees, appointed after the effective date of the legislative
act, shall have immediate, interim authority to conduct such business as
may be necessary to fulfill the intent of the act, without Senate
confirmation, for not more than 12 months after appointment. No trustee
may serve more than two terms of office, except that the initial trustees
appointed may be appointed to one additional term regardless of the
previous number of terms served.

After the initial appointments to the board, future members appointed to
the board shall be appointed by the Governor from a list of three persons
nominated by a nominating committee. The nominating committee shall
consist of all of the following members:

(1) One member of the board as elected by the membership of the
board.

(2)  The presiding officer of the Athens State University Faculty Senate.

(3)  The presiding officer of the Athens State University Staff Senate.

(4)  One member of the Limestone County Legislative Delegation, as
selected by the delegation.

(8)  The President of the Athens State University Alumni Association, or
his or her designee.

(6)  The President of the Athens State University Foundation, or his or
her designee.

(7)  The president of the university shall serve as a nonvoting, ex officio
member and chair of the committee

Any vacancy in the office of trustee occurring during a recess of the
Legislature shall be filled by appointment of the Governor. The appointee
shall hold office until the next session of the Legislature, at which time the
appointment shall be confirmed by the Senate. If not confirmed by the
Senate, another appointment shall be made by the Governor in like
manner until an appointment is confirmed by the Senate. A trustee
appointed by the Governor to fill a vacancy, by and with the consent of the
Senate, shall hold office during the unexpired term.

Within 45 days of any vacancy on the board, the nominating committee
shall select and forward to the Governor three names for consideration for
appointment. If no recommendation is made by the nominating committee
within 45 days after a vacancy, the Governor, by and with the advice and

consent of the Senate, may appoint a qualified candidate to fill the
vacancy.

Section 3. Ethics and Conflicts of Interest.
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a. Ethics

No trustee shall receive any pay or emolument, other than his or her actual
expenses incurred in the discharge of his or her duties as a trustee.

No employee of the university, or any person related by blood or marriage to the
president of the university, shall be eligible to serve on the board.

No member of the board, individually, as a partner, as a stockholder, a board
member, or an officer of a corporate body, shall conduct any business
transaction, directly or indirectly, with the university.

Per Legislative Act 2012-497, any person who violates these ethical constraints
shall be removed from the board, and replaced for the unexpired portion of his or
her term as allowed by law.

b. Conflicts of Interest

In addition to any other requirements by law, and to the extent allowed by law,
trustees shall disclose any interests in any matter before the Board and shall not
participate in any discussion or vote in any matter before the Board which shall
concern any gain or benefit for the trustee, a member of the trustee’s family, or
any entity, public or private, in which the trustee may have an interest or be a
member. After disclosure, trustees may be asked to leave the room for any
discussion and voting on a matter before the board.

Section 4. Duties.
(@)  The functions of the Board of Trustees are legislative and not executive.

The board appoints and dismisses the President of the University and
conducts periodic reviews of his/her performances; establishes the
policies of the University to protect the assets of the University, including
appropriate Board audits of strategic direction; advancement of academic
and support programs; procurement and investment of capital; and
expenditure of funds. The board shall develop roles and responsibilities to
govern its own work. It shall be the duty of each Trustee to participate in
all meetings.

(b)  The board may designate one or more depositories for school funds.
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(c)  The board shall make or cause to be made to the Legislature, at the
beginning of each regular session thereof, a full report of board
transactions and the condition of the university, including an itemized
account of all receipts and disbursements on account of the university by
those charged with the administration of its finances.

(d)  No grant or gift, by will or otherwise, shall fail on account of any misnomer
or informality when the intent of the grantor or donor can be determined;
nor shall any default, malfeasance, or nonuser on the part of the trustees
or other officers or agents of such corporation work a forfeiture of any of
its rights, privileges, powers, or franchises.

Section 5. Removal of member of the Board

Request for Resignation. The board, upon a three-fourths (%) vote of the entire
board, may request that a board member resign for cause, which could include,
but is not limited to, the failure to attend board meetings or participate as a board
member, the failure to meet any legal requirements for service on the board, the
failure to abide by conflict of interest rules, or the violation of state ethics laws.

Removal by Legal Process. State laws concerning the removal of public officials,
to the extent applicable to officers of Alabama'’s institutions of higher education,
shall apply to the members of the board. For example, immediate removal on
grounds of a felony criminal conviction is set forth at § 60 of the Alabama
Constitution and § 36-9-2 of the Code of Alabama. Likewise, § 36-11-1, et seq.
of the Code of Alabama sets out the procedure for impeachment of any state
officer for the following causes: (a) willful neglect of duty, (b) corruption in office,
(c) incompetency, (d) intemperance in the use of intoxicating liquors or narcotics
to such an extent in view of the dignity of the office and importance of its duties
as unfits the officer for the discharge of such duties, or (e) any offense involving
moral turpitude while in office or committed under color thereof or connected
therewith.

Removal by Governor. No member of the board, individually, as a partner, as a
stockholder, a board member, or an officer of a corporate body, shall conduct
any business transaction, directly or indirectly, with the University. Any person
who violates this rule shall be immediately removed from the board, and replaced
for the unexpired portion of his or her term by appointment of the Governor.

ARTICLE 3. Meetings of the Board.

Section 1. Regular Meetings
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The board shall hold its regular annual meeting each year, on the first Monday in
June, at the main campus of the University, unless the board in regular session
determines to hold its meeting at some other time and place. Thereafter, the
board shall hold quarterly meetings on the first Monday of each third month after
the annual meeting, unless the board shall in regular session determine to hold
its quarterly meeting at some other time and place.

Section 2. Special Meetings.

Special meetings of the board may be assembled by either of the two following
methods:

(a) A special meeting may be called by the Governor with a written notice to
each trustee at least 10 days in advance of the meeting.

(b)  Upon the application in writing of any three members of the board, the
Governor shall call a special meeting, naming the time and place, and
causing notices to be issued in writing to the several members of the
board. The Governor shall mail a written notice to each trustee at least 10
days in advance of the date of the meeting.

Committees or subcommittees of the board shall hold meetings at such times
and on such dates as the board may provide. All meetings of the board shall be
subject to and comply with all applicable provisions of state law.

Section 3. Quorum

Six members of the board shall constitute a quorum for the transaction of
business, but a smaller number may adjourn from day to day until a quorum is
present.

Section 4. Attendance

Members of the board must be present and in the room at any board meeting for
the determination of a quorum and, if a quorum is present, for a vote to be taken
on any matter put before the board for vote or approval unless otherwise allowed
by law.

Section 5. Order of Business.

Each meeting shall be conducted under general parliamentary rules of procedure
as may be adopted by the board. Voting on all matters coming before the board
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or any of its committees shall be taken and recorded in the manner prescribed by
the board and as allowed by law.

Section 6. Open Meetings and Executive Session.

All sessions of the Board of Trustees and its committees shall be governed by
the Alabama Open Meetings Act, Section 36-25-1-11. All meetings of the board
and its committees shall be open to the public with certain exceptions as defined
by the Act. The Board of Trustees and its committees may go into executive
session for any purpose and in any manner allowed by law.

ARTICLE 4: Officers and Organization of the Board.
Section 1. Ex Officio President.

The Governor shall serve as ex officio President of the board.

Section 2. Chair pro tempore.

The Chair pro tempore shall be a member of the board, shall preside at all
meetings of the board (with the authority to vote), shall appoint members of all
Committees (except for the Executive Committee), and shall designate the Chair
of each Committee. The Chair pro tempore shall be chosen by election of the full
board. The Board Chair pro tempore shall be an ex officio member of all
Committees with the authority to vote. The Chair pro tempore, upon the authority
of the board and in the name of the Board of Trustees of the University, may
execute all notes, bonds, deeds, contracts, and other documents requiring the
Seal. The Chair pro tempore shall submit the annual report of the Board of
Trustees to the Governor. The Chair pro tempore of the board shall be
considered the Spokesperson for the board. The Chair pro tempore of the board
will have a term of office of two years and may not serve successive terms.

Section 3. Vice Chair pro tempore.

The Vice Chair pro tempore shall be a member of the Board and an ex officio,
voting member of all committees of the Board. The Vice Chair pro tempore shall
perform the duties and have the powers of the Chair pro tempore during the
absence or disability of the Chair pro tempore. The Vice Chair pro tempore shall
be chosen by election of the full board. The Vice Chair pro tempore of the Board
will have a term of office of two years and may not serve successive terms.
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Section 4. Secretary.

The Secretary of the board shall be appointed by the board upon
recommendation of the President of the University, shall serve at the pleasure of
the board, and shall not be a member thereof. Subject to the President of the
University and the board, the Secretary shall keep the records and minutes of the
proceedings of the board and the books and papers pertaining to the office. The
Secretary to the board shall perform those duties as determined by the board
and as set forth in these Bylaws.

Section 5. General Counsel.

The General Counsel shall be appointed upon the recommendation of the
President of the University and approval of the board. The General Counsel shall
attend meetings of the board and render such professional services as are
required by it and the officers of the University. The General Counsel shall have
authority to execute all legal documents including those required for purposes of
litigation and/or court proceedings. The General Counsel may also serve as the
Secretary of the Board at the discretion of the Board.

Section 6. Ineligibility. No member of the board shall be eligible for appointment
as secretary or treasurer or to any paid employment at the University.

Section 7. Committees.

The Board may appoint committees and prescribe their duties and functions. The
President of the University or a presidential designee shall be a non-voting
member of all such committees. All committees shall keep a record of their
proceedings and shall report to the board as required. The delegation of any
authority of the board to any committee shall not operate to relieve the board or
any member thereof of any responsibility imposed by law or the State
Constitution. All resolutions and all committee reports offered which involve
matters for record in the minutes shall be made in writing.

Executive Committee

The Executive Committee is composed of the Chair Pro Tempore of the Board of
Trustees, the Vice Chair Pro Tempore of the Board of Trustees, and such other
members as may be appointed by the Board of Trustees.

When the Board of Trustees is not in session, the Executive Committee is
authorized and empowered (i) to perform any function that the Board could

Eerform, when, in the oBinion of the Executive Committee, such action is
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advisable before the next regularly scheduled meeting of the Board of Trustees,
or (ii) to perform any function delegated to it by the Board or by statute.
Notwithstanding the foregoing, the Executive Committee is not authorized to (i)
amend these Bylaws or the Board's Rules of Procedure, (ii) appoint or remove
board officers or the President of the University, (iii) modify or repeal any action
of the Board, (iv) set or change meetings of the Board, or (v) approve a contract,
agreement or action relating to capital improvements of the University (except for
maintenance, repairs, and maintaining existing facilities).

A review of all actions of the Executive Committee since the last meeting of the
Board of Trustees shall be a regular order of business at each meeting of the
Board of Trustees.

A majority of the members of the Executive Committee shall constitute a quorum
for the transaction of business.

The Executive Committee shall meet as needed. A meeting of the Executive
Committee may be called by the Chair Pro Tempore, the Vice Chair Pro
Tempore, or by action of the Board of Trustees.

The President of the University and all members of the Board of Trustees shall
be provided direct advance notice of all meetings of the Executive Committee by
the issuance of an e-mail (to their e-mail addresses used for regular University
business), which notice shall be issued no less than the time required by law for
public notice of the meetings of the Executive Committee. The President of the
University and all members of the Board of Trustees shall be provided a written
report of all actions taken at a meeting of the Executive Committee within five (5)
business days of each meeting, in the same manner as notice is provided in
advance of such meeting.

Section 8. Communications With the Board.

The President of the University shall be responsible for presenting official matters
to the board. Official communications to board members shall be forwarded to
the President of the University. If the matter requires board action, the President
of the University shall ensure either the board or one of its Committees receives
the item. If the matter does not require board action, the President of the
University normally shall inform the appropriate Trustee(s) of its disposition.
Except as permitted in these Bylaws, a member of the Board of Trustees shall
not recommend any person for employment in any position in the University.
Although no individual Board member has the authority to commit the board to a
particular action, a member of the Board may propose any action at any time,

subiect to the Brocedural rules in Article Il Section 5 of these Bglaws.
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ARTICLE 5. President of the University.

The Board shall, as often as necessary, elect a president of the University who
shall serve at the pleasure of the board. The President shall be the board’s sole
administrative officer.

The President of the University is the principal executive officer of the University.
The Provost of the University is the second in command to the President of the
University. Whenever the President of the University is away from campus, or
incapacitated for some defined period of time, the Provost assumes the
responsibilities and authority of the Office until President of the University can
resume normal duties.

The President of the University shall exercise such powers as are inherent in the
position in promoting, supporting, or protecting the interests of the University and
in managing and directing all of its affairs; may issue directives and executive
orders not in contravention of existing board policies; shall be responsible for all
business policies as heretofore enacted or modified or hereafter established
subject to the general policies established by the board; shall instruct the proper
administrative officers to prepare an annual budget which upon approval, shall be
recommended to the board; shall be responsible for the preparation of the annual
reports of the Board; shall exercise such other powers, duties, and
responsibilities as are delegated or required by the board: shall attend all
meetings of the Board of Trustees and be present for executive sessions when
deemed appropriate by the Chair pro tempore.

In case of a vacancy in the office of the President of the University, the board at
the time of the announcement that the President of the University is leaving shall
elect immediately an Acting President for the interim period who shall exercise
the functions of the President of the University as stated in these Bylaws while
serving as Acting President of the University. In the event of the death or
incapacity of the President of the University, the Provost will assume the
responsibilities and authority of the Office until the Chair pro tempore of the
Board of Trustees can convene the available members to take appropriate action
to assure continuity in the affairs of the University until the board will make
arrangements for an Acting President.

ARTICLE 6. Collective Authority and Action.

The authority of the Trustees is conferred upon them as a board, and they can
bind the corporation and the University only by acting together as a board. No
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individual member shall commit the board to any policy, declaration, or action
without prior approval of the board.

ARTICLE 7. Amendments.

Subject to the provisions of applicable law, these by-laws may be amended or
repealed by an affirmative vote of a majority of the board. Such amendments or
notices of repeal are submitted in writing to each member. Amendments or
notices of repeal shall not be voted upon in the same meeting in which they are
introduced to allow for proper review by the University and General Counsel.

ARTICLE 8. Repeal.

All Bylaws, acts or resolutions, or any parts thereof, which are inconsistent with
these Bylaws are hereby repealed.
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ATHENS STATE UNIVERSITY
BOARD OF TRUSTEES

RECOMMENDATION FOR ACTION

—
—

DATE OF BOARD MEETING: January 18, 2019

ACTION ITEM TITLE: Revisions to University Policy:
Legal and Ethical Policy

RECOMMENDATION:
Itis recommended that the Athens State University Board of Trustees approve the revisions, as presented,
to the University policy: Legal and Ethical Policy.

FISCAL CONSIDERATION: None.

RATIONALE:
Requested amendm/ez;:Zep,olicy will provide clarification and 7dress SACSCOC concerns.
[ pde 7
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Level: University Policy

Originally Issued: April 19,2013

Revised: May 18, 2018

Revision Pending Approval: January 2019

Policy Owner: Board of Trustees

Policy Implementation: President/Provost-VP for Academic Affairs

LEGAL AND ETHICAL POLICY

POLICY

The Athens State University Board of Trustees and University employees shall adhere to business practices based
on honesty and integrity and conduct business in a lawful and ethical manner.

PURPOSE AND SCOPE

The purpose of this policy is to define the principles and the compliance process, which will always guide the
activities of the members of the Board and the employees of the University.

BOARD CONFLICT OF INTEREST DISCLOSURE FORM:

Inaccordance with Article 11, Section I11, item b. of the Athens State University By-Laws, trustees shall avoid
conflicts of interest with the University. Specifically, Trustees should not:

Knowingly participate in discussions or decision-making regarding any item in which the Trustee or
his/her family has a personal financial interest.

Advocate or attempt to influence the employment of any of their family members. Condition any actual or
potential business relationship with the Board, the University, or any of its related foundations or
associations on a charitable gift or contribution.

Seek or accept personal gifts or special favors from individuals or entities that provide, or seek to provide,
services or supplies to the Board, the University, or any of its related foundations or associations, except as
those allowed by law.

Use the authority, title, influence, or prestige of his or her position to solicit or influence the award of
business to obtain a private financial, social, or political benefit, special privilege, or unique advantage for
the Trustee or his family.

Engage in any other activity that a reasonable person would expect to impair the independent judgment of
a Trustee in the performance of his or her public duties.

The listing set forth above is not exclusive, and Trustees are expected to discern situations in which their
conduct might create a conflict of interest in other respects or contexts. In the event of any potential or
actual conflict of interest, such Trustee shall fully and publicly disclose said interest and shall not
participate in the discussion, debate, or voting associated with the matter. Disclosure of any situation or
circumstances in doubt should be made in order to protect the Trustee and the University. Any such
disclosure shall be duly noted in the minutes of the meeting of the Board of Trustees, or its committee at
which such disclosure shall be made. The Board of Trustees or any duly charged committee thereof, has the
responsibility for ensuring the disclosures required by the subsection, and for enforcing the required non-
participation.






| REMOVAL OF MEMBER OF BOARD OF TRUSTEES

Request for Resignation. The board, upon a three-fourths (3
memher resign for cause, which could include, but is not llmlted to, the i'allure to attend board meetlnﬁs or

abide by mnﬂlgl of interest rules, or the violation of state ethics laws,

Removal by Legal Process. State laws concerning the removal of public officials, to the extent applicable to officers
of Alabama’s institutions of higher education, shall apply to the members of the board. For example, immediate
removal on grounds of a felony criminal conviction is set forth at § 60 of the Alabama Constitution and § 36-9-2 of
the Code of Alabama. Likewise, § 36-11-1, et seq. of the Code of Alabama sets out the procedure for impeachment of
any state officer for the following causes: (a) willful neglect of duty, (b) corruption in office, (c) incompetency, (d)
intemperance in the use of intoxicating liquors or narcotics to such an extent in view of the dignity of the office and
importance of its duties as unfits the officer for the discharge of such duties, or (e) any offense involving moral
turpitude while in office or committed under color thereof or connected therewith.

Removal by Governor. No member of the board, individually, as a partner, as a stockholder, a board member., or an
officer of a corporate body, shall conduct any business transaction, directly or indirectly, with the University. Anv
person who violates this rule shall be immediately removed from the board, and replaced for the unexpired

portion of his or her term by appointment of the Governor.







ATHENS STATE UNIVERSITY
BOARD OF TRUSTEES

RECOMMENDATION FOR ACTION

DATE OF BOARD MEETING: January 18, 2019

ACTION ITEM TITLE: Academic Program Approval:
Certificate in Information Security
College of Arts and Sciences

RECOMMENDATION:

Itis recommended that the Athens State University Board of Trustees approve the Certificate in
Information Security.

FISCAL CONSIDERATION:
See attached.

RATIONALE:
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Form for the Submission of Non-Degree Programs
(Baccalaureate, Graduate Certificates) at Senior Institutions

Institution Name: Athens State University
Non-Degree Program/Certificate Title: Information Security
CIP Code: 11.0101

Award Level: Baccalaureate

1. Please provide (attach) a Description of the Non-Degree/Certificate program.

2, Please provide (attach) a list all courses in the Non-Degree/Certificate program
3. Please provide {attach) a rationale for the program.

- = t(/v/1q
Signature of Tnstitution’s Authorized Representative Date

Provost/Vice President for Academic Affairs
Title

Athens State University
institution

April2016/MPearson





Non-Degree Program (Certificate) Information Summary Form

= After approval by the Curriculum Committee and the Provost, these programs requirt?
n submission to the Athens State University Board of Trustees for approval, then submitted to
ATHENS ACHE as an information item. Implementation of the program can only occur after
STATE presentation at ACHE meenng.
———

For your convenience, this form can be used for submission to Curriculum Committee,

Provost/VPAA, Board of Trustee approval, and to the Alabama Commission on Higher Educatio, -
' _ Non:degree (Certificaté)ProgramTitle. ~ ' Associated CIP Code: _

Information Security 11.0101

Purpose (Objectives) and Rationale for the Program, .
The purpose of this certificate program is to provide a credential to allow employed IT professionals to gaina
basic and comprehensive knowledge of cybersecurity to best enable them to be competitive for employment
opportunities. This program will allow those who have a degree in Computer Science or Information
Technology or equivalent work experience to improve their knowledge and skills to function effectively as
cybersecurity and information technology analysts.

_ExpectedOutcomes for. the Program: , .
Upon completion of the Certificate in Information Security, a student will be qualified to:
* Evaluate information and network security needs of an organization
* Design, implement, and evaluate enterprise-level information security systems
» Troubleshoot, maintain, and update an enterprise level information security system
®_Implement and evaluate network monitoring and real-time security solutions

‘Minimum,grade earnedfor.allicourses;(if applicable) | c

,'_Othén}lhifbﬁﬁétioh;ieqiilred{fon:f(:étéId'gt(lﬁ%ipﬁllﬁble)- .
Coursesrequirediinthe program: |
. _Course’prefix | = ... _CourseiDescription = |
ITE 409/409 L Network Security/Lab - This course is a study of networking basics 4
and security essentials with respect to information services provided
over a computer network. The course covers the technical details of
security threats, vulnerabilities, attacks, policies, and
countermeasures such as firewalls, honeypots, intrusion detection
systems, and cryptographic algorithms for confidentiality and
authentication and the development of strategies to protect
information services and resources accessible on a computer
network.
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ITE 420

Foundations of Information Security - The focus of this course is
managing security and building systems to remain dependable in the
face of malice, error, or mischance. This course will focus on the
tools, processes, and methods needed to design, implement, and test
complete systems, and to adapt existing systems as their
environment evolves. Students will use real-world case studies to
gain practical experience in solving complex problems, like the ones
encountered in industry. The course will focus on applying the
methodology of security engineering to develop reliable, cost-
effective, and easily maintainable systems. Students will also develop
an understanding of how the business of security engineering can
best be managed.

ITE 421

Digital Forensics - This course covers the fundamentals of digital
forensics, that is, the recovery and investigation of material found in
digital devices, often in relation to computer crime. The focus of the
course is on the technical aspects of a forensics investigation with an
emphasis on: (1) legal considerations of the digital domain, (2)
technical implications of the rules of evidence, (3) tools and
techniques for computer and network forensics, (4) forensic data
analysis, and (4) mobile device forensics. Students will gain hands-on
lab experience in each of these areas of emphasis.

C5454

System Security Management - The focus of this course is security
engineering and building systems to remain dependable in the face
of malice, error, or mishaps of other sorts. This course will cover
tools, processes, and methods needed to design, implement, and test
complete security systems and to adapt existing systems as their
environment evolves. Students will use real-world case studies to
gain practical experience in solving complex problems, like the ones
encountered in industry.

Cs484

Applied Cryptography and System Security - Cryptography is about
communication in the presence of an adversary. Modern
cryptography encompasses problems as diverse as encryption,
authentication, and key distribution. This course provides the
foundation upon which one may understand what these problems
are, how to evaluate protocols and methods to solve them, and how
to build secure software solutions for these problems.

If there are lectives in this,program, list below: | Electiveirformation:

usta

ist number.of electiveshours
allowed: - o

Total Required Hours: | 16
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ATHENS STATE UNIVERSITY
BOARD OF TRUSTEES

RECOMMENDATION FOR ACTION

DATE OF BOARD MEETING: January 18, 2019
ACTION ITEM TITLE: Academic Program Approval:

Certificate in Cybersecurity Operations
College of Business

RECOMMENDATION:

Itis recommended that the Athens State University Board of Trustees approve the Certificate in
Cybersecurity Operations.

FISCAL CONSIDERATION:
See attached.

RATIONALE:
See attached.
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]acki&G’onch, Secretary to the Board of Trustees Date






Form for the Submission of Non-Degree Programs
(Baccalaureate, Graduate Certificates) at Senior Institutions

Institution Name: Athens State University

Non-Degree Program/Certificate Title: Cybersecurity Operations
CIP Code: 52.1201

Award Level: Baccalaureate

1. Please provide (attach) a Description of the Non-Degree/Certificate program.

2. Please provide (attach) a list all courses in the Non-Degree/Certificate program
3. Please provide (attach) a rationale for the program.
]
. 3O \/u /g
Signature‘etinstitution’s Authorized Representative Date

Provost/Vice President for Academic Affairs
Title

Athens State University

Institution

April2016/MPearson





— Non-Degree Program (Certificate) Information Summary Form

= After approval by the Curriculum Committee and the Provost, these programs require .
n submission to the Athens State University Board of Trustees for approval, then submission
ATHENS to ACHE as an information item. Implementation of the program can only occur after
STATE presentation at ACHE meeting.
———
O O O & c O @ e O @ O O O e
Prova PAA, Bo o ee appro a O e Alab a Co on @ phe tion.

L.l Non:degree(Certificate).Programmitle . ... . ..[| . __ /Associated CIPCode: . .
Cybersecurity Operations 52.1201

fl!iif"ﬁi‘is’“é;‘(db]é&lvﬁ);a'hdgRéﬁﬁi:’éiléiféijtlié‘:PiﬁgFaih __;

The Cybersecurity Operations certificate program will provide an alternative professional development
certification for individuals seeking a non-degree continuing education in the area of Cybersecurity Operation.
Individuals seeking this certification have a degree or a background in the cyber-related field and need
Continuing Professional Education (CPE) points required by the Department of Defense Directive 8140.01 to
maintain current certifications or job requirements. The classes needed for the Cybersecurity Operations would
also count towards a degree if the individual would like to continue education in earning a degree in the
cybersecurity field. The Cybersecurity Operations certificate program would benefit students seeking to stay
active or abreast of the rapidly evolving cybersecurity topics. Further, a 2012 study from the Georgetown
University Center on Education and the Workforce documented how certificates can provide students with
preparation for specific jobs and serve as stepping stones to college degrees.

{ExpectedOutcomes for the Program:._____
Upon completion of the Certificate in Cybersecurity Operations, a student will be qualified to:
e Explain the basic concepts and metrics associated with information security governance.
* Differentiate between the various information assurance frameworks used in private or government
environments.
Use information security programs and metrics associated with information assurance frameworks.

Identify the role of an information systems security (ISS) policy framewok in overcoming business
challenges.

® Describe the different methods, roles, responsibilities, and accountabilities of personnel, along with the
governance and compliance of a security policy framework.

Describe the different ISS policies associated with the User Domain.

Describe the different ISS policies associated with the IT infrastructure.

Identify and explain the basic concepts of risk management.

List and discuss the components of contingency planning.

Describe the role of information security policy in the development of contingency plans.

e

{

| Minimurgrade earhed forallicourses. (i applicabie) | c

fﬁheﬂntotmatiomteqméﬁ :?éi’talii"gf;:”('l'f}é:‘ﬁ"pl'ié"aﬂbié) \
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Courses requiredjinthe program: __ __ ‘ |

|

_CoursePrefix

T

i o “:Course/Description

| 'semester,Hours

MCO 409

Management of Cybersecunty This course focuses on the
managerial aspects of information security and assurance. Topics
covered include access control models, information security
governance, and information security program assessment and
metrics. Coverage on the foundational and technical components of
information security is included to reinforce key concepts. The course
includes up-to-date information on changes in the field, such as
national and international laws and international standards like the
ISO 27000 series.

3

MCO 410

Cybersecurity Administration and Operations Management - This
course presents a focus on a managerial view of data and system
security. Topics include security policy development, risk
management, threat assessment, and business continuity planning.
The aim is to examine the implications and challenges of operational
security in global organizations. This course provides students with
an understanding of the legal, social, and ethical issues related to
security management from the management perspective. The course
also covers the importance that management and administrators
place on information security, as it pertains to overall business risk,
social issues such as individual privacy, and the role of public policy.

MCO 412

Cybersecurity Management of Business Contingency & Resilience
Planning - This course prepares students to plan and execute industry
best practices related to managing organization-wide business
contingency and resilience programs and to prepare an organization
for implementing comprehensive business continuity, incident
handling, and disaster recovery plans.

Tl E T .=

|Elective|lnformation: _

; If there’are’electives'in,thls prdgram, list below:. -

~ [6SH

Choose two (2) of the courses listed below.

CourselPreﬁx '

~_CourselDescription:

Semester Hours ,

ISM 401

Systems Desngn Management - An introduction to the development
of computer-based information systems in organizations. The
knowledge gained through this course includes: the management of
systems development projects; the organizational, political, sacial,
and technical issues in systems development; the methods of
development commonly used in organizations; and MIS careers in
systems development. Students will learn the value of working in
teams on systems analysis and design tasks, to use common
modeling methods and technology, and to prepare system
requirements and design documents. Emphasis is on management
issues of systems analysis and design.

3
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ISM 403

Data Communications Management - This course provides the
student with an understanding of the concepts and methods
associated with telecommunications and distributed information
systems. Students learn the fundamentals of data communications,
including network architectures, communication protocols,
transmission standards and media access control methods.

ISM 404

Managing Information Resources - This course offers a survey of
managerial and technical issues facing IS professionals. Class
discussions focus on understanding how different organizations
respond to the challenges of distributed processing, business process
reengineering, managing the data utility, maintaining legacy systems,
and other current trends. Analytical and communication skills are
emphasized along with management issues.

ISM 408

E-Commerce Systems Management - This course examines electronic
methods of delivering products, services, and exchanges in inter-
organizational, national, and global environments. Information
technology strategy and technological solutions for enabling effective
business processes are considered.

Total Required Hours:

15
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ATHENS STATE UNIVERSITY
BOARD OF TRUSTEES

RECOMMENDATION FOR ACTION

DATE OF BOARD MEETING: January 18,2019

ACTION ITEM TITLE: Program Title Change - (COB):
Change from B.S. in Information Assurance to
B.S.in Management of Cybersecurity Operations

RECOMMENDATION:

Itis recommended that the Athens State University Board of Trustees approve the program title change
from B.S. in Information Assurance to B.S. in Management of Cybersecurity Operations.

FISCAL CONSIDERATION:
See attached.

RATIONALE:
See attached.
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Academic Program Inventory
Form A (alteration): Alteration of CIP Code, Program Title, and Degree Nomenclature Except at
the Doctoral Level

Institution: Athens State University

Using the instructions below, complete and submit the following:

1. Refer to the institution's Academic Program Inventory for the current CIP code, program
titte, and degree nomenclature. This information is necessary for the review and evaluation
of your request. Failure to include this information will cause a delay in processing the
request.

Note: To complete the form, please consult the Academic Program Inventory for the
recognized program CIP code, program title, and degree nomenclature at:

http://iwww.ache.alabama.qgov/Acadaffr/Proginv/instrprg.htm .

2. List the current identifiers for the program from the Academic Pragram Inventory on line 1
below.

Example:

1.Current listing 45.1101 Sociology 8BS

3. List how the program should appear in the Inventory after the requested change(s) are
made on line 2 below.

Example:
2. Proposed listing 45.1101 Sociology BA
Specify requested change below:
ciP Program Title Degree
Code Nomenclature
1. Current listing 52.1201 | Information Assurance BS
2. Proposed listing | 52.1201 | Management of Cybersecurity Options BS

4. Inan attachment, please state the rationale for the revision. For a non-substantive change,
include a statement that there is no change in the requirements or the character of the
program, etc.

: Provost/Vice President for Academic Affairs
Signature of Authorized Inventory Official Title

D )
Athens State University /(d JAUINT

Institution Date






Rationale (include documentation):
Renaming the Information Assurance Management (IAM) to Management of

Cybersecurity Operations (MCO) is in keeping current with modern naming
conventions in the cybersecurity industry, Department of Defense, and other federal

agencies.
Action Required to implement change:
Change the Degree name/title to reflect the new proposed name change in the

Course Catalog as necessary. Informational change only, the course content and
curriculum will not change.

Changes:

No Changes to curriculum or course content.

Course(s) Affected:

IAM 409, IAM 410, IAM 411, IAM 412, IAM 413, IAM 414.

The content and curriculum of the courses will not change. The only change will be
the course title and prefix. (Ex: IAM 409 would become MCO 409 etc.)

Catalog information from 2018/2019 and for 2019/2020 in attached.





INFORMATION ASSURANCE (IAM)  (From 2018/2019 Catalog)

information Assurance provides the measures that protect and defend information and information systems by ensuring their
availability, integrity, authentication, confidentiality, and non-repudiation. These measures include providing for restoration of
information systems by incorporating protection, detection, and reaction capabilities.

Career paths for those with an Information Assurance degree include; Management Information Security, Information Secunty
Policy, Security Program Development, and Risk Management.

Bachelor of Science — Information Assurance
(Upon approval, may be taken as a concurrent double major with any College of Business major.)

EACH STUDENT MUST ASSUME RESPONSIBILITY FOR KNOWING THE ACADEMIC REQUIREMENTS FOR THE DEGREE
THAT IS BEING PURSUED

Program components for the Bachelor of Science degree with a major in Information Assurance:
Applicable General University Requirements
Students earning the Bachelor of Science (BS) degree with a major in Information Assurance must satisfy all

general University requirements and meet all financial obligations before a degree is awarded.

General Education Requirements

Area Discipline/Course Hours
! Written Composition _ 6

1] Humanities/Fine Arts (12 hours total)

At least one fine arts course ) - j 3
At least one literature course® 3
Other courses in humanities or fine arts 6

n Mathematics and Natural Sciences (11 hours total)

Finite math or the equivalent ' 3

Natural sciences (lab-based) 8
w History/Behavioral and Social Sciences (12 hours total)

Two courses in economics ) 6

At least one history course* 3

Other course in histary or behavioral/social science 3

*Students must complete a 6 hour sequence in either Literature (Areall) or
History (Area IV},

Total General Education Requirement Hours: 41 }
Major Prerequisite (Pre-Professional) Course Requirements (Area V)
Discipline/Course Hours
(IS 146 Micracomputer Applications or ITE 301 Problem Solving with Computers 3
or GBA 301 Windows Applications for Business
BUS 241 Principles of Accounting | or AC 305 Fundamentals of Accounting | 3
__| BUS 242 Principles of Accounting Il or AC 306 Fundamentals of Accounting II 3
BUS 271 Business Statistics | or MTH 265 Elementary Statistics or GBA 305 Stat 3
Methods of Business |
BUS 272 Business Statistics Il or GBA 306 Stat Methods of Business Il 3
BUS 263 Legal & Social Environment of Business or BUS 261 Business Law | or GBA 3
311 Legal Environment of Business
Total Major Prerequisite Requirement Hours: 18
Total General Education and Major Prerequisite Requirement Hours: 59






Professional Course Requirements
Courses are listed in the order they should be taken. All business majors must take a “pretest” in their first term at Athens

State. The test is administered in MG 320 Organizational Communication. For students who completed BUS 215 or an .
equivalent course at another college, the test will be given in GBA 300 Business Research Skills [see below and “Assessment” in
the College of Business General Information section).

Core Courses . Hours
MG 320 Organizational Communication (MUST be taken 1st semester) or BUS 215 3
Business Communications (Students who do not complete MG 320 Organizational
Communication at Athens State are required to take GBA 300 Business Research
Skills, a 1 hour course designed to familiarize students with business information
sources and library research skills.)

MG 302 Management Information Systems (should be taken in 1* semester)

MG 346 Principles of Management and Leadership {should be taken 1st semester)
or BUS 275 Principles of Management

MK 331 Marketing Principles or BUS 285 Principles of Marketing

1AM 409 Management of Information Assurance

MG 350 Financial Management

MG 390 Operations Management

IAM 410 Information Assurance Administration and Operations Management
IAM 411 Information Assurance Strategic Management

IAM 412 Management of Business Contingency and Resilience Planning

IAM 413 Information Assurance Systems and Product Acquisition

MG 352 International Business or EC 320 International Economics and Trade

IAM 414 Information Assurance Government {CAPSTONE)

MG 420 Business Policy (Capstone course: A final average of at least 70% must be
achieved. Course should be taken final semester.)

MG 480 Seminar in Business (Senior seminar: A finol average of at least 70% must
be achieved. Course should be taken final semester.)

w
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Total Professional Requirement Hours: 44

Assessment Exam: All College of Business majors must earn an acceptable score on an assessment exam in MG 420 Business
Policy containing questions dealing with the skill and competency areas around which the curriculum is based. Information
Assurance majors should also complete a major-specific assessment exam in 1AM 414 Information Assurance Governance
{Capstone) containing questions dealing with Information Assurance skills and competencies included in the curriculum.

Minor (Required)

Please note: Many courses required for minors are not offered every semester. Therefore, minor courses should be
taken when available instead of waiting until a later semester.

____ | Course 3 ] L | Hours
Required Courses for Minor {18 hours minimum) 18
Minor options:

Enterprise Systems Management; Information Systems Management; Computer
Science; Computer Networking; tnformation Technolo
Total Minor Requirement Hours: 18
General Electives
) Hours
Elective hours as needed to meet 124 hour requirement an all other General 3
University requirements
Hours
Total Minimum Hours Required for Completion of Information 124
Assurance Major






MANAGEMENT OF CYBERSECURITY OPERATIONS (Proposed)

Management of Cybersecurity Operations provides the measures that protect and defend information and information systems by
ensuring their availability, integrity, authentication, confidentiality, and non-repudiation. These measures include providing for
restoration of information systems by incorporating protection, detection, and reaction capabilities.

Career paths for those with a Management of Cybersecurity Operations degree include; Management Information Security,
Information Security Policy, Security Program Development, and Risk Management.

Bachelor of Science — Management of Cybersecurity Operations
(Upon approval, may be taken as a concurrent double major with any College of Business major. )

EACH STUDENT MUST ASSUME RESPONSIBILITY FOR KNOWING THE ACADEMIC REQUIREMENTS FOR THE DEGREE
THAT IS BEING PURSUED

Program components for the Bachelor of Science degree with a major in Management of Cybersecurity Operations:
Applicable General University Requirements
Students earning the Bachelor of Science (BS) degree with a major in Management of Cybersecurity Operations

must satisfy all general University requirements and meet all financial obligations before a degree is awarded.

General Education Requirements

Area _I::I‘scIEl_Ine!Course _ 2 Hours
] Written Composition : - 6
T Humanities/Fine Arts (12 hours total) =z
At least one fine arts course 3
At least one literature course* s | I i
| Other courses in humanities or fine arts - 6 |
| Mathematics and Natural Sciences (11 hours total} E 8
3 Finite math or the equivalent . i 3 |
_|_Natural sciences (lab-based) 8 |
v History/Behavioral and Saocial Sciences (12 hours total)
b Two courses in economics | 6
At least one history course* 3
Other course in history or behavioral/social science | 3
*Students must complete a 6 hour sequence in either Literature (Area Il) or
History (Area IV), S SR 1 . A
- Total General Edu cation Requirement Hours: ] i
Major Prerequisite (Pre-Professional) Course Requirements (Area V)
Discipline/Course Hours
CIS 146 Microcomputer Applications or ITE 301 Problem Salving with Computers 3
or GBA 301 Windows Applications for Business
BUS 241 Principles of Accounting | or AC 305 Fundamentals of Accounting | 3
BUS 242 Principles of Accounting Il or AC 306 Fundamentals of Accounting Il 3
BUS 271 Business Statistics | or MTH 265 Elementary Statistics or GBA 305 Stat 3
Methods of Business |
BUS 272 Business Statistics Il or GBA 306 Stat Methods of Business Il 3
BUS 263 Legal & Social Environment of Business or BUS 261 Business Law | or GBA 3
311 Legal Environment of Business
Total Major Prerequisite Requirement Hours: 18
Total General Education and Major Prerequisite Requirement Hours: 59

Professional Course Requirements






Courses are listed in the order they should be taken. All businass majors must take a “pretest” in their first term at Athens
State. The test is administered in MG 320 Organizational Communication. For students who completed BUS 215 or an
equivalent course at another college, the test will be given in GBA 300 Business Research Skills [see below and “Assessment” in
the College of Business General Infermation section].

“Core Caurses o o | Hours
MG 320 Organizational Communication (MUST be taken 1st semester) or BUS 215 3
Business Communications (Students who do not complete MG 320 Organizaticnal
Communication at Athens State are required to take GBA 300 Business Research
Skills, a 1 hour course designed to familiarize students with business information
sources and library research skills.)

MG 302 Management information Systems (should be taken in JQmester)

MG 346 Principles of Management and Leadership {should be taken 1st semester)
ot BUS 275 Principles of Management

MK 331 Marketing Principles or BUS 285 Principles of Marketing

MCO 409 Management of Cybersecurity

MG 350 Financial Management

MG 390 Operations Management

MCO 410 Cybersecurity Administration and Operations Management

MCO 411 Cybersecurity Strategic Management

MCO 412 Cybersecurity Management of Business Contingency and Resilience
Planning

MCO 413 Cybersecurity Management of Systems and Product Acquisition

MG 352 International Business or EC 320 International Economics and Trade
MCO 414 Management of Cybersecurity Governance (CAPSTONE)

MG 420 Business Policy (Capstone course: A finol average of at least 70% must be
achieved. Course should be taken final semester.)

MG 480 Seminar in Business (Senior seminor: A final average of at least 70% must 2
be achieved. Course should be taken finol semester.)
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Total Professional Requirement Hours: 44

Assessment Exam: All College of Business majors must earn an acceptable score on an assessment exam in MG 420 Business
Policy containing questions dealing with the skill and competency areas around which the curriculum is based. Management
of Cybersecurity Operations majors should also complete a major-specific assessment exam in MCO 414 Management of
Cybersecurity Governance (Capstone) containing questions dealing with Management of Cybersecurity Operations skills and
competencies included in the curriculum.

Minor (Required)

Please nate: Many courses required for minors are not offered every semester. Therefore, minor courses should be
taken when avallable instead of walting until a later semester.

| Course. - ’ - : Hours
Required Courses for Minor (18 hours minimum) 18
Minor options:
Enterprise Systems Management; Information Systems Management; Computer
Science; Computer Networking; Information Technology
Total Minor Requirement Hours: 18
General Electives
Hours
Elective hours as needed to meet 124 hour requirement an all other General 3
University requirements
Hours
Total Minimum Hours Required for Completion of Information 124
Assurance Major






ATTACHMENT:

ACTION REQUESTED: Change the current course prefixes and names to
the proposed course prefix and name.

Current Proposed
Prefix & Current Course Name Prefix & Proposed Course Name
Course Course
Number Number
1AM 409 Information Assurance MCO 409 Managemel}t of
Management Cybersecurity
Information Assurance Cybersecurity Administration
1AM 410 Administration and Operations MCO 410 y e
and Operations Management
Management
IAM 411 Information Assurance Strategic MCO 411 Cybersecurity Strategic
Management Management
Management of Business Cybersecurity Management
1AM 412 Contingency and Resilience MCO 412 | of Business Contingency &
Planning Resilience Planning
. Cybersecurity Management
IAM 413 Information A.ss:ufrance Systems and MCO 413 | of Systems and Product
_— Product Acquisition —_— .Y
Acquisition
1AM 414 Information Assurance Governance | MCO 414 Mg%‘.‘“’f
—_— =———— | Cybersecurity Governance






